¥ FIREKit security

FAQ

Is my data secured?

Yes, your data is highly secured with FIREkit. We use Microsoft Azure and MongoDB Atlas
data centers, which adhere to stringent industry standards ISO 27001 and SOC. Our security
measures include robust authentication protocols via Auth0O, advanced network security with
firewalls, and data anonymization techniques to protect your privacy and ensure
confidentiality.

Does FIREKit sell my information?

Your security and the protection of your data is our priority. We will never sell, publish, or
share your data with third parties.

What if FIREKit servers are breached?

Firstly, we don't store any sensitive data and encourage you not to input your names, cards,
accounts, etc). If FIREKit servers were to be breached, your sensitive data would be totally
safe.

Secondly, all your data in the application is encrypted at rest and anonymized on our servers.
So, even if someone hacks in and gets hold of a backup of the database, they would not be
able either to decrypt data or associate data with a real person.

I'm concerned about shoulder surfing

No worries, we have a hidden mode enabled by default that allows the safe use of the app in
public places without the risk of revealing sensitive data.

Will I lose my data if | leave FIREKkit?

You have the freedom to export your data at any time, ensuring you maintain control over
your information. You can create backups of your data and transfer it to another platform
securely.

What if | want to wipe out everything?

You have the autonomy to permanently remove your profile from the application, erasing
your presence and associated data entirely. This feature offers you a clean break from the
platform, ensuring your privacy and security even after discontinuing use. Whether it's due to
privacy concerns, changing preferences, or simply wanting to disengage from the platform,
you can confidently delete your profile knowing that your information will be permanently
removed from the application's database.



When | delete my data - can it be restored from backup?

When you delete your account, we delete all your data from our primary database
immediately. We keep rotating backups for 30 days. Your data will be removed from the
backup in the next backup purge cycle.

Security Assessments and Compliance

Data centers

FIREKit physical infrastructure is hosted and managed within Microsoft secure data centers
and utilizes the Microsoft Azure cloud provider. Microsoft continually manages risk and
undergoes recurring assessments to ensure compliance with industry standards. Azure data
center certifications:

e 1S0 27001,27017,27018 and 27701
e SOC1,S0OC2

For additional information see: Azure compliance documentation

FIREKit database infrastructure is hosted and managed by MongoDB Atlas data centers.
MongoDB is dedicated to securing and protecting your data through state-of-the-art
technical and organizational security controls, numerous regulatory and compliance
resources, and a growing collection of third-party attestations and certifications. MongoDB
Atlas attestations & certifications:

e [SO 27001,27017,27018 and 27701
SOC
CSA STAR,
PCI DSS
HIPPA, GDPR, VPAT, HITRUST, IRAP, TX-RAMP

For additional information see: MongoDB Trust Center

Authentication

FIREkit authentication infrastructure is hosted and managed by AuthO (Okta). AuthO
maintains and meets the requirements for multiple compliance frameworks and
certifications:
e [S027001,1S027018
SOC 2 Type Il
HIPAA BAA
Gold CSA STAR
PCI DSS
GDPR

For additional information see: AuthQO security

Payments

We use PCl-compliant payment processor Fondy for encrypting and processing credit card
payments. Fondy has PCI DSS Level 1 and PSD2 certification.


https://learn.microsoft.com/en-us/azure/compliance/
https://www.mongodb.com/products/platform/trust
https://auth0.com/security

Network security

Firewalls

Firewalls are crucial in controlling access from external networks and within internal
systems. Access is blocked by default, and only ports and protocols necessary for business
operations are explicitly permitted. Systems are categorized into firewall security groups
according to their respective functions, ensuring that access is limited to the essential ports
and protocols, thereby minimizing potential risks.

Data security

DATA IN TRANSIT

Data in transit refers to data moving between different devices or networks. To ensure the
security and privacy of your data during transit, FIREkit employs industry-standard encryption
protocols, such as TLS (Transport Layer Security) to encrypt data as it travels between your
device and our servers. This encryption prevents unauthorized access or interception of your
data by malicious actors during transmission.

DATA AT REST

Data at rest pertains to data stored on disk or other storage media when it is not actively
being transmitted. FIREkit employs robust encryption measures to safeguard your data while
it is stored in our databases. For instance, MongoDB Atlas, our database infrastructure
provider, utilizes whole volume (disk) encryption to protect all data at rest, including cluster
data and backups. This encryption ensures that even if unauthorized access is gained to the
physical storage devices, the data remains encrypted and unreadable without the
appropriate decryption keys.

Anonymization

Your credentials are managed by authO social logins. This allows you to rely on these
providers’ security standards including multi-factor authentication (which is highly
recommended). All tokens passed to the FIREkit application are completely anonymized, so
it's not possible to trace them back to individual users. This ensures user privacy and
security while interacting with the FIREKit application.

Backups

Automatic backups (every month, week, and day) allow us to quickly restore your data in
case of data loss. These backups are also encrypted.

Contact

Have you noticed abuse, misuse, an exploit, or experienced an incident with your account?

Please let us know at security@firekit.space


mailto:security@firekit.space

